KoMnbroTepHbie BUPYChI

KoMnbroTepHbI BUPYC - 3TO PA3HOBUAHOCTb KOMIIbIOTEPHBIX IPOTrPaMM, OTJIUYHUTENbHON
0COOGEHHOCTBIO KOTOPOU SIBJISIETCS CIIOCOOHOCTD K Pa3MHOKEHHI0. B 1ono/IHeHUE K 3TOMY,
BUPYCbl MOTYT MOBPEAUTb HJU IMOJHOCTbIO YHUUTOXUTb Bce alibl U JlaHHbIE,
HO/JKOHTPOJIbHbIE MOJIb30BaTEJ0, OT MMEHH KOTOpPOro Oblla 3amylleHa 3apakKeHHas
IporpaMma, a TaKXe MOBPEAUTb WM JAaKe YHUUYTOXKUTb ONEPALUOHHYI0 CHUCTEMY CO
BceMH daisiaMUu B LiesioM. B GOJIBIIMHCTBE C/y4yaeB pacIpOCTPAHSAITCS BUPYChbl yepe3
WHTEpPHET.

MeTo bl 321U THI OT BpeZJOHOCHBIX IPOTrpaMM:

1. Ucnosib3yn coBpeMeHHble OllepallMOHHbIEe CUCTEMbl, UMeKIHe Cepbe3HbId ypOBEHb
3aLUThI OT BPeLOHOCHBIX IIPOrpaMM;

2. TlocTtosgHHO ycTaHaBauBak mnauyTu (UUdpOBbIE 3aMJaTKH, KOTOPble aBTOMAaTUYECKH
YCTAHABJIMBAKTCA C IeJbl0 J0pab0OTKU MpOrpaMMbl) M JApyrue OOHOBJIEHHUSI CBOeH
onepalMOHHOMN cucTeMbl. CKauMBal UX TOJILKO ¢ 0pUIHaJIbHOTO caiTa pa3dpaboTynka OC.
Ecnu cyuiecTByeT pexkMM aBTOMAaTH4YeCKOTr0 0OHOBJIEHUS, BKJIIOUH €ro;

3. Pa6oTail Ha cBoeM KOMIbIOTEPE IO/, MpaBaMU M0JIb30BaTes, 3 HE a[MUHUCTPATOPA.
JTO He MO3BOJIUT GOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJIMPOBATbCS Ha TBOEM
IIEPCOHAJbHOM KOMIBIOTEPE;

4. Wcnosib3yil aHTUBUPYCHbIE MPOrpaMMHbIE MPOAYKTbI U3BECTHBIX MPOU3BOJUTENEH, C
aBTOMaTH4YeCKHUM OOHOBJIeHHEM 6a3;

5. OrpaHuub pU3nUECKUH AOCTYI K KOMIIbIOTEPY /1Sl IOCTOPOHHUX JIUL;

6. Mcnosib3y BHellHUMe HOCUTeNM MHPOpMalMY, Takue Kak ¢Jielllka, AUCK WK $aia us
MHTEpHETA, TOJbKO U3 NIPOBEPEHHbIX UCTOYHHUKOB;

7. He oTKpbIBall KOMIIbIOTEPHBIE GalJIbl, TOJYYEHHbIE U3 HEHA/I€XKHBIX HUCTOYHUKOB. Jlaxe
Te GaisIbl, KOTOpble MPUCIa] TBOM 3HAKOMBIH. Jlydllle yTOYHU Yy HETro, OTHPABJISI JIU OH
Tebe Ux.

Cetu WI-FI

Wi-Fi - aTo He BU/| lepe/jlauu JAaHHBIX, HE TEXHOJIOTHS, a BCEro JIMib 6peH/], MapKa. Eule B
1991 roay HuJepJaHJACKas KOMIAHUA 3apeructpupoBana 6pena  "WECA", uto
o6o3Havaso ciaoBocodyetaHue "Wireless Fidelity”, koTopblii mnepeBogUTCA Kak
"6ecnpoBo/iHAsI TOYHOCTD".

Jlo Hamlero BpeMeHM /[iollja Jpyrasg ab6peBuaTypa, KOTopas SIBJSETCS TaKOH xe
TexHoJsiorued. ITo ab6peBuaTtypa "Wi-Fi". Takoe Ha3BaHMe ObLJIO JAaHO C HAMEKOM Ha
CTaHJAapT BbIcuied 3BykoBou TexHUKU Hi-Fi, uTo B mnepeBose o03HavyaeT "BbICOKas
TOYHOCTB".

Jla, 6ecniyiaTHBIA UHTEPHET-AOCTYN B Kade, OTeNsIX U a3ponopTax fABJASETCS OTJIWYHOHU
BO3MOXXHOCTbIO BbIX0/]a B UHTepPHET. Ho MHOTrHe 3KCIepThl CYUTAIOT, UYTO OOIEJOCTYIHbIE
Wi-Fi ceTu He aBag10TCA 6€30MaCHBIMU.

CoBeThbl 10 6€30N1aCHOCTU pabOThI B 001eJ0CTYNHbIX ceTax Wi-fi:




1. He nepeaaBaii cBorw JinyHy0 HHPopMaLuio yepe3 obiegoctynHbie Wi-Fi ceTu. PaboTas
B HUX, )KeJIaTeJIbHO He BBOJUTb NapOJIu AOCTYIa, JOTUHBI U KaKKMe-TO HOMepa;

2. Ucniosib3y¥ U OGHOBJISI aHTUBUPYCHble MPOrpaMMbl U 6paHaMayep. TeM caMbIM Tbl
ob6e3omnacuilib ce651 OT 3aKa4KH BUpPyca Ha TBOE YCTPONCTBO;

3. Illpu wucnosnb3oBanuu Wi-Fi oTkiawoum ¢yHkuuo "O6muid poctyn k ¢aiaaMm u
npuHTepaMm"'. /JlaHHag JyHKLUMA 3aKpblTa [0 YMOJIYaHHIO, OJIHAKO HEKOTOpble
[10/1b30BaTeJIM aKTUBUPYIOT ee /151 y106CTBa MCII0JIb30BaHUA B paboTe WU y4yebe;

4. He ucnonb3y ny6saudnbii WI-FI g5 nepegauu JIMUHBIX JaHHbIX, HallpuMmep AJis
BBIX0/IA B COLlMAJIbHbIE CETH WUJIY B 3JIEKTPOHHYIO MOYTY;

5. Ucnonib3y# TosbKO 3aiuieHHoe coequHeHre yepe3s HTTPS, a e HTTP, T.e. npu Habope
Beb-aJipeca BBOAM UMeHHO "https://";

6. B Mo6unbHOM TesedpoHe oTkatoun pyHkuuio "llogknaoyenue k Wi-Fi aBToMaTudecku".
He pomyckail aBTOMaTH4ecKoro HojKJIOuYeHUs ycTpoWcTBa K ceTsaM Wi-Fi 6e3 TBoero
corJiacus.

ConmaJibHbIE CE€TH

COI_U/IaJIbeIe CEeTH aKTHUBHO BXOJAT B HAllly )KN3Hb, MHOTHE JIIOAH pa60Ta}0T U XKUBYT TaM
IOCTOAHHO, a B Facebook yKe 3aperuCTpupoBaH MUJIJIMAPA Y€JIOBEK, YTO ABJAETCA O,ZIHOI‘/JI
CGL[bMOfI BCeX JKMTeJie IJIaHeThl. MHOrve MoOJib30BaTe/JHd He IMNOHHUMAIOT, 4YTO
I/IH(l)OpMaLU/IH, padMelmieHHad HWMH B COLHUAJIBHBIX CETAX, MOXET ObITh Haﬁ,qua H
HCIO0JIb30BAdHA K€M YyIrOAHO, B TOM YHCJIE HE 006s13aTeJIbHO C 6J1aruMH HaMepeHHUAMH.

OcHOBHbI€E COBETHI 110 6€30IaCHOCTH B COLMaJIbHBIX CETAX:

1. OrpaHuyb CcOUCOK JApy3ed. Y Teb6s B [Apy3bsiX He JOJ/DKHO ObITb CJy4allHbIX U
He3HaKOMBIX JIIO/JEM;

2. 3auyinan cBolo 4acTHYIO )KHU3Hb. He ykasbiBail mapoJiy, TesiepoHbIl, aJipeca, AaTy TBOETO
pPOXJEeHUSA U JAPYTyI0 JIMUHYI HMHGOpMalyio. 3JI0YMBILIJIEHHUKU MOTYT HCIOJb30BaTh
Jaxke MHQOpPMALMIO O TOM, KaK Thl M TBOU POJUTEJIU [IJIaHUPYeTe MPOBECTH KaHUKYJIbI;

3. 3amuinai cBO penyTaluio - IepPKU ee B YUCTOTe U 33/jlaBail cebe BOMPOC: XOTeJ Obl Thl,
YTOObI APYyrUe MoJib30BaTeJu BUJEJH, YTO Thl 3arpyxaelib? [logyMai, npex/je 4yeM 4YTo-
TO OMY6JIMKOBATh, HAUCATh U 3aTPY3HUTh;

4. Eciv Thl TOBOPULIB C JIIOAbMH, KOTOPBIX HE 3Ha€Elllb, HE UCIO0Jb3YH CBOE peasibHOE UMS
Y IpYTYI0 JIMYHYI0 UHPOPMALUU: UMS, MECTO KUTEJbCTBA, MECTO Y4eObI U IPOYEE;

5. U3beraii pasmelenus potorpaduii B UHTepHeTe, rAe Thl U300paXKeH Ha MECTHOCTH, 110
KOTOPOH MOXKHO ONpe/IeJIUTh TBOE MECTOIOJI0KEHUE;

6. [Ipu peructpanuy B COLMaJIbHON CETHM HEOOXOJAUMO HCINO0JIb30BaTh CJI0KHBIE MApOJIH,
cocTosiuiye U3 OyKB U LMD U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. lns couuasbHOM CeTH, MOYThl U JPYTUX CAUTOB HEOOGXOJUMO HCIOJIb30BaTh pa3Hble
naposiu. Toraa ecay Te6s B3J1I0MAlOT, TO 3JIOYMBILUIJIEHHUKU MOJy4aT JOCTYH TOJIBKO K
OZIHOMY MeCTY, a He BO BCe Cpasy.




JJIEKTPOHHbIE JJeHbI'H

BJIEKTpOHHbIe A€HbI'd - 3TO OY€Hb y,C[O6HbII‘/JI croco6 I'IJIaTe>KeI‘/JI, OJHAKO CyIIEeCTBYIOT
MOIIE€HHHWKH, KOTOPbI€ XOTAT IIOJYIYHUTDb 3THU JE€HbI'H.

aﬂeKTPOHHbIe J€HbI'd MOABUJIMCbL COBCEM H€JAdBHO MU MMEHHO H3-3d 3TOr0 BO MHOTI'HX
rocygapcCTtBax 4O CUX I10OP HE MPOIHNCAHO ITPO HUX B 3dKOHAX.

B Poccuu xe oHU QYHKIMOHUPYIOT M O HUX y»Ke MPOIMUCAHO B 3aKOHE, TJje UX Pa3/esaioT
Ha HECKOJIbKO BHUJIOB - aHOHUMHbIE U He aHOHUMHbIe. Pa3HUI]a B TOM, YTO aHOHHUMHBIE -
3TO Te, B KOTOpPbIX paspellaeTcsi MNPOBOAWUTbL omepauud 6e3 HAeHTUUKAIUU
noJib30BaTesis, a B HEAaHOHHMMHBbIX HJAeHTUPUKALMS IM0JIb30BaTeNsl  SBJSETCS
00s13aTeJIbHOH.

Takxe ciaefyeT pasidyaTh 3JeKTPOHHble GUaTHBIE JeHbrM (paBHbI rOCyZapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIe HepHaTHbIE JeHbI'M (He paBHbI FOCYapCTBEHHBIM BallOTaM).

OcHOBHBbIEe COBeTHI 10 6€30MacHOM paboTe C 3JIeKTPOHHBIMHU JleHbI'aMU:

1. [lpuBsKM K CcYeTy MOOMWJIbHBIN TesepOoH. ITO caMbld YJOOHBIA U OBICTPbIA CHOCOO
BOCCTAHOBHUTb JOCTYI K cuyeTy. [IpuBsi3aHHBIN TesiedOH MOMOXKET, eC/U 3a0y/lelllb CBOU
NJIaTeXXHbIM MapoJib WM 3ai/ielllb HA CAUT C HE3HAKOMOT0 YCTPOMCTBa;

2. Ucnonib3y#t ogHOpa3oBble nmapoJu. [locie nepexosa Ha YCHUJIEHHYIO aBTOpU3alLUI0 Tebe
y>Ke He 6yZIeT YyTPOoXKaTb ONACHOCTD KPaXku MJIU MepexBaTa IJIaTeXHOr0 MapoJis;

3. Beibepu ci10KHbIN MapoJib. [[pecTynHUKaM 6yJeT He POCTO YrafaTh CJAOXKHBIA MapoJib.
HazexxHble nmapoJiv - 3TO NapoJik, KOTOPble CoZiep>KaT He MeHee 8 3HAKOB U BKJIIOYAIOT B
cebsl CTpOYHbIE U MPOMNUCHBbIE OYKBbI, HUPPbl U HECKOJbLKO CUMBOJIOB, TaKHE KaK 3HaK
JoJiapa, GyHTa, BOCKIMIaTe bHbIN 3HAK U T.11. Hanpumep, $tROng!;;

4. He BBOZM CBOU JIMUHBIE JAHHBIE HA CAUTaX, KOTOPBIM He JlOBepsielllb.

JJIEKTPOHHAA MOYTa

JJIeKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MpeJoCTaBJ/sieMble €0 YCAYTd MO MepPechlIKe U
NOJIyYEHUI0 3JIEKTPOHHBIX COOOILEHUM, KOTOpble pacHpeessiloTCd B KOMIIbIOTEPHOU
ceTd. OOBIYHO 3JIEKTPOHHBIA TMOYTOBBIA SAUIMK BBITJASAUT CJAeAYIOLUM 00pas3oMm:
HMMs_M0J1b30BaTed@UMs_fioMeHa. Takke KpoMme Mmepeayd NPOCTOro TEKCTa, UMeeTCs
BO3MOXXHOCTb llepeaBaTh Gpanbl.

OcHOBHbIE COBETHI 110 6e30MaCHOMN paboTe C 3JIEKTPOHHOUM NOYTOM:

1. Hago BhIGpaTh NpaBU/IbHBIA MOYTOBBIM cepBUC. B MHTepHEeTe eCTb OrPOMHBIA BbIOOP
OecnjiaTHbIX MOYTOBBIX CEPBHCOB, OJHAKO Jy4dllle JOBEpPSATb TeM, KOTO 3Haellb U KTO
MEPBbIA B PEUTHHTE;

2. He ykasbiBail B JIMYHOUM MOUTe JIMUHYI MHbopmanuwo. Hanpumep, sydiie BbIOpaTh
"My3bIKa/IbHbIM_paHaT@" uau "pok2013" BMecTo "Temal3";

3. Ucnosib3y¥ ABYX3TallHYK0 aBTOPU3aLUI0. JTO KOrJa MOMHUMO NAapoJis HY»KHO BBOJUTH
KO/, IPUCbLJIaeMbli 10 SMS;




4. Bpibepu CJI0XKHBIA MapoJsib. /IS KaXKZ0ro MOYTOBOrO fMKAa J0KEeH ObITb CBOH
Ha/le>KHbIW, YCTOWYMBbBIM K B3JIOMY N1ap0.Jib;

5. Eciu ecTb BO3MOXXHOCTb HAIlMCaTb CaMOMY CBOM JIMYHBIA BOMNPOC, MCHOJIb3YH 3Ty
BO3MO>KHOCTb;

6. Hcnonb3yd HECKOJBKO NOYTOBBIX AIIUKOB. [lepBbId [/ 4YaCTHOM IEPenucKU C
aJipecaTaMy, KOTOPBIM ThI Jj0Bepsellb. JTO 3JeKTPOHHBIU aJipec He HaJ0 UCI0JIb30BaTh
IIpY perucTpanuy Ha GopyMax U cauTax;

7. He oTKpbIBail Gail/ibl ¥ Apyrue BJOXKEHUS B IMCbMaX, AaXKe €CIM OHU NMPUIIJIU OT TBOUX
JApy3ei. Jlyylile yTOYHU Y HUX, OTIIPABJISIJIU JIM OHU Tebe 3TU panibl;

8. [locsie okOHYaHUS paboOThI HA TOYTOBOM CEPBUCE Nepe]] 3aKPbITHEM BKJIAJKHU C CATOM
He 3a0y/b HaXkaTb Ha "BeiidTH".

Kno6epOy//IMHT UM BUPTYaJibHOE U3/ eBaTe/IbCTBO

Kubep6y/iIMHT - pecieloBaHUEe COOOIIEHUSIMH, COJlepKalUMU OCKOpG6JIeHHS], arpeccuio,
3alyruBaHue; XyJUTAaHCTBO; COIMAJIbHOE OGOHWKOTHPOBAHHE C IOMOINbI0 PA3JTUYHBIX
WHTEpPHET-CEPBUCOB.

OcHOBHBbIEe COBeTHI 10 60pbbe ¢ KUOEPOYITUHTOM:

1. He 6pocaiica B 60i. Jlyunuii cnoco6: mocoBeTOBAaThC Kak cebs1 BECTH U, €C/IM HET TOTO,
K KOMY MOXHO OGpaTHUTbCS, TO BHayaje YCHOKOUThbCA. ECaIM Thl HayHellb OTBevYaThb
OCKOpO6JIEHHUSIMU Ha OCKOPG6JIEHHUS, TO TOJIBKO ellle 60JIblie pa3oxiKelllb KOHIUKT;

2. YupaBJisi cBoel KubeppenyTaiue;

3. AHOHHMHOCTb B CE€TU MHHMas. Cyn_leCTBYIOT CIIOCOOBI BbBIACHHUTBb, KTO CTOHUT 3a
dAHOHHUMHBIM dKKayYHTOM;

4. He cTOUT BeCTH XyJUTaHCKUK 06pa3 BUPTYyaJlbHOM KHU3HU. UHTepHeT QUKCUPYeT Bce
TBOU JIeCTBUA U COXpAHAET UX. YJAJIUTh UX OyJieT KpaliHe 3aTPyAHUTEJIBHO;

5. Co6st01a¥i CBOIO BUPTYaJIbHYIO YECTh CMOJIOJLY;

6. UrHopupy# efuHUYHBINA HeraTUB. OJHOpPa30Bble OCKOPOUTE/IbHbIE COODILEHUS JyUlle
WrHopUpoBaTh. OGbIUHO arpeccus MpeKpallaeTcs Ha Ha4aJbHOU CTa/IuY;

7. baH arpeccopa. B nporpamMmmMmax o6MeHa MIrHOBEHHBIMH COOOIIEHUSIMH, B COLIMAJIbHBIX
CeTsIX eCTh BO3MOXXHOCTb OJIOKUPOBKH OTIPABKHU COOOIEHUH C ONpe/ieJIeHHbIX a/[pECOB;

8. Eciu Tbl cBuJeTenb KubepOyJssiMHra. TBOM JeWCTBUS: BBICTYNUTb MPOTHUB
npecJjefoBaTeis, I0Ka3aTb €My, YTO ero JeCTBUS OLleHUBAIOTCA HeraTUBHO, [0/ /lepKaTh
YKepTBY, KOTOPOW HY>XHa IICHUXOJIOTHUYeCcKasd IMOMOIb, COOOLIMTb B3pOCJAbIM O akKTe
arpecCHBHOrO MOBE/IEHUS B CETH.

Mo6ubHBIN TesiepOH

CoBpeMeHHble CMapTPOHbI W IJIAHIIETBbl COJZep>KaT B cebe BIOJHE B3POCJbIH
byHKIIMOHAJ, U Tenepb OHU MOTYT KOHKYpPHUPOBAaTh CO CTAllMOHAPHBIMU KOMIIbIOTEPAMHU.
OpHako, cpeACTB 3alUThI AJs1 MOA0OHBIX YCTPOUCTB MOKa o4yeHb Masio. TecTupoBaHue U




IMOHCK YHBBHMOCTEﬁ B HUX IIPOHUCXOAWUT H€ TAdK MHTEHCHBHO, KaK OJid [IK, To ke camoe
KacaeTcss 1 MOOUJIbHBIX HpHﬂO}KeHHﬁ.

CoBpeMeHHble MOGUJIbHBIE Gpay3ephl yKe MPaKTUYEeCKH JIOTHAJU HAaCTOJIbHbIE aHAJIOTH,
OZIHAKO paciiupeHue GpyHKIHOHAIA BJeYeT 3a COO0UM OOJIbIIYI0 CJA0KHOCTh U MEHBILYIO
3alUIIEHHOCTb.

Z[EUIGKO He BCe IIPOU3BOJUTEJIN BbINNYCKAIOT 06HOBJI€HI/IH, 3aKpbIBalolne KPUTHUYECKHE
YA3BUMOCTH AJid CBOUX YCTpOﬁCTB.

OcHOBHBbIE COBETBI AJ1A 6€e30IMaCHOCTU MOOUJIbHOTO TeJIECI)OHa:

Hudero He aBseTca mo-HacTosueMy 6ecniaTHbIM. Byb ocTopoeH, BeAb Korzga Tebe
npejAsaraloT OecnaTHbIA KOHTEHT, B HeM MOTYT ObITb CKpBIThl KaKUe-TO MJIaTHble
yCIIyTH;

Jymaii, npexzie 4eM oTripaBUTb SMS, ¢oTo unm Buzeo. Tl TOYHO 3Haellb, Tie OHU OYAYT B
KOHEYHOM UTOre?

Heo6xo01 M0 0GHOBJISATH OMlePALMOHHYI0 CUCTEMY TBOEro cMapTdoHa;
HMcnonb3yit aHTUBUPYCHbBIE TPOTPaMMbI JJ1s1 MOOUJIbHBIX TesepOHOB;

He Bany}Kaﬁ MNpHUJIOXKEHHUA OT HEU3BECTHOI'O MCTOYHHKQA, BE€Jb OHHU MOIYT COAEPXKATb
BpeJOHOCHOE IIporpaMMHoOe 066CH€‘{EHI/IG;

[locsie Toro Kak Thl BbliZiellb C CalTa, TJe BBOJAWJ JIMYHYIO HHOpMalHio, 3aiau B
HaCTPOUKHU Opay3epa U yjaau cookies;

[leprosnyecky npoBepsAy, KaKue IJIaTHbIE YCIYTH aKTUBUPOBAaHbl HA TBOEM HOMEDE;

JlaBail cBOM HOMep MOOUJILHOIO TesiepOHA TOJIBKO JIHO/JAM, KOTOPbIX Thl 3Haelllb U KOMY
JloBepsiellb;

Bluetooth gomkeH ObITH BBIKJIIOYEH, KOTZA Thl UM He MOJib3yellibcs. He 3a6biBall ©HOT/A
POBEPATH 3TO.

Online urpsi

CoBpeMeHHble OHJIAWH-UTPbl - 3TO KpacCOYHble, 3axBaTbIBAWIME pa3BJIeYEeHUS],
00'be/IUHSIOIIME COTHU ThICAY YeJIOBEK MO BceMy MHUpPY. Urpoku uccaeayoT JaHHbIM UM
MUD, OOUIAIOTCS JPYyr C APYroM, BBINOJHSIOT 3aJaHUs, CPaXKalTCd C MOHCTpaMH H
MOJIyYaloT OMbIT. 32 YIOBOJILCTBUE OHU ILJIATST: MOKYNAIOT JUCK, ONIJIAUMBAIOT AOOHEMEHT
WJIM IPUOOPETAIOT KaKhe-TO ONLUH.

Bce 3T cpeacTBa uAyT Ha MNoJJep:KaHWE U pasBUTHE WIPbl, a TaKKe Ha caMmy
06e30MacHOCTb: COBEPIIEHCTBYIOTCA CUCTEMbl aBTOPU3aL UM, BbIMYCKAIOTCA HOBbIE NMAT4U
(uudpoBble 3anIaTKU [AJ1s1 IPOrPaMM ), 3aKPbIBAIOTCSA YSI3BUMOCTH CEPBEPOB.

B momo6HBIX UIrpaX CTOMT OMAacaTbCs He CTOJIbKO CBOUX CONEPHHUKOB, CKOJIBKO KpaXKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMA ABTOPU3ALMHU OOJIBLIMHCTBA UTP.

OcHOBHbBIE COBETHI 110 6€30MaCHOCTH TBOETO HUT'POBOr'0O aKKAyHTa:




1. Ecaim fpyroul Urpok BeJleT cebsl MJIOXO WM CO3JaeT Tebe HEMPUSATHOCTH, 3a0J0KUPYH
ero B CIIUCKe UTPOKOB;

2. Homanyﬁcn AAMHWHHUCTPATOPAM HUI'PBI HA IIJIOX0€ MOBEAEHHNUE 3TOT'0O UTPOKA, XKeJIaTEJIbHO
IMPUJIOXKHUTDb KaKHe-TO JOKA3aTE/JIbCTBA B BUJ€ CKPHUHOB;

3. He yka3biBail IM4HY10 HHGOpPMaLMIO B Ipodaiiie Urpsl;
4, YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTranaB/iMBal HeopUIMa/bHble TATYU U MO/IbI;

6. Vcriosib3y¥ c102kHbIE U pa3Hble apoJiy;

7. Jlaxke BO BpeMsl UTpbl He CTOUT OTKJIIOYAThb aHTUBUpPYC. [loka Tbl Urpaellb, TBOU
KOMIbIOTEP MOTYT 3apa3HUTh.

PUIIHUHT UWIN KpaixKad JIHYHBbIX JdHHBIX

O6bIYHOM KpaxkeWd JeHer U JOKYMEHTOB CEroJHs y»Ke HHUKOTO He YJUBUIIb, HO C
pPa3BUTHEM HMHTEPHET-TEXHOJIOTUH 3JIOYMBILIJIEHHUKU [epeMeCTUJIUCh B HWHTEPHeT, U
NPOJIO/DKAIOT 3aHUMAThCS "JIIDOUMBIM" 1€JIOM.

Tak nosiBuJjiacb HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WU QUILMHT, TJaBHas 1eJb
KOTOPOTO COCTOUT B MOJIyYeHUH KOHPHUAEHLMANbHbIX JAHHBIX I10Jb30BaTeJ/eH - IOTHHOB
v napoJsier. Ha aHrsiuiickoM a3bike phishing ynTtaetcsa kak ¢umuHr (ot fishing - ppi6Has
JIOBJIS1, password - apoJib).

OcHOBHbIe COBeTHI 10 60pbbe ¢ PUUIMHTOM:

1. Cnenu 3a cBoMM akKayHTOM. Ec/iv Thl o/j03peBaelilib, YTO TBOSI aHKeTa Obljia B3JIOMaHa,
TO HEOOXOUMO 3a06JIOKUPOBATh €€ U COOOIIUTD a/[MUHUCTPATOpPaM pecypca 06 3TOM Kak
MO>KHO CKOpee;

2. Ucnosib3yii Ge3omnacHble Be6-CaiiThbl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CUCTEM;

3. Ucnosp3y# cioXKHble U pa3Hble nmaposd. TakuM o6pa3oM, eciu TeOs B3JIOMAIT, TO
3JIOYMBILIJIEHHUKH T0JIy4aT AOCTYH TOJBKO K OJHOMY TBOeMYy MpoduJio B CETH, a HE KO
BCEM;

4. Ecnu Tebs B3JioMaJiv, TO HEOOXOAMMO NpeAynpeuTb BCEX CBOUX 3HAKOMbIX, KOTOpPbIE
Jlo6aBJieHbl y Te6s B py3bsiX, O TOM, YTO Tebs1 B3JIOMalld M, BO3MOXKHO, OT TBOEr0 UMeHH
Oy/ZleT paccblaThbCs CllaM U CCbIJIKK Ha QUILUHTOBbIE CANTHI;

5. YcranoBu HagexHbid naposib (PIN) Ha MoGUIBHBIN TenedoH;
6. OTKJIIOYM cOXpaHeHMe apoJisi B 6pay3epe;

7. He oTKpbIBail ¢pail/ibl U Apyrye BJIOKEHUS B IMCbMaX, AaKe eCIM OHU NMPUILJIU OT TBOUX
Zpy3ei. Jly4yiie yTOYHU y HUX, OTTIPABJISAJIN JIU OHU Tebe 3TU Ppalibl.

lludpoBasa penyrauus




[ludpoBas penyranus - 3ToO HeraTUBHAsl WM MO3UTUBHAs MHPoOpMaLusi B ceTH O Tebe.
KoMmnpomeTupytomass uHpopmanus, pasMelleHHass B UHTEpPHETE, MOXET Cepbe3HbIM
00pa3oM OTpa3WTbCA Ha TBOeHW peasibHOM KU3HHU. "LludpoBas penyrauusa" - 3To TBOH
HMU/K, KOTOpbIH GopMUpyeTcs U3 UHGOPMALUHU O TeOe B UHTEPHETE.

TBOe MecTO »KUTeJIbCTBA, y‘{66bl, TBOE (l)I/IHaHCOBoe IMOJIOXKEHHue, 0COOEHHOCTHU XapaKTepa
N pACCKa3kbl O OJIM3KHX - BCe 3TO HAKaIJIMBAeTCs B CETH.

MHorue noApoCTKH JIETKOMbICJIEHHO OTHOCATCA K MyOJMKaLUW JUYHOU MHPOpPMALIMU B
MHTepHeTe, He MOHUMAs BO3MOXKHbIX NOCAeACTBUM. Thl laxke He CMOXelllb J0raJlaTbCs O
TOM, 4TO poTorpadus, pa3MelleHHas1 5 JieT Ha3a/l, cTaJla IPUYMHON OTKa3a NPUHATb Tebs
Ha paboTy.

KoMmMeHTapuy, pasmeleHre TBoux ¢potorpaduil U Apyrve JelcTBUSA MOTYT He UCYE3HYTh
JlaKe T1OCJie TOTO, KaK Thl UX yAaaullb. Thl He 3Haelllb, KTO COXpaHUJ 3Ty HH$OpMaLHUIO,
1onaJjia Jiu OHa B IOUCKOBbIe CUCTEMbBI U COXPAHUJIACH JIM OHA, a IJIaBHOE: YTO NOAYMAaIOT O
Tebe OKpy:Kalollye JIIOJHU, KOTOpble HAUAYT U YBUAAT 3To. HahTH MHPOpManMio MHOro
JIET CIyCTS CMOMeT JI0O0OM - KaK M3 J00pbIX MOOYXJEeHWH, TaKk U C HaMepeHHeM
HPUYMHUTD BpeJi. ITO MOXKET ObITh KTO YTOJHO.

OcHOBHbI€e COBETHI 10 3aL[uTe [UPPOBOU penyTalUu:

1. Ilopymai, npexjae 4eM 4UTO-TO NyOJIMKOBAaThb W IepejaBaThb y cebsi B 6Jiore WJIU B
COIIMaJ/IbHOH CEeTH;

2. B HacTpolikax mpodu/isi YCTAaHOBH OrpaHUYEHHsI HA MPOCMOTP TBOEro Npodu/s U ero
COZIEPXKUMOTO, C/iesIall ero TOJIbKO "AJis Apy3eit”;

3. He pa3meniaii u He yka3biBall MHPOpPMaIMI0, KOTOpasi MOXET KOT0-J1M60 OCKOPOJISTH
WJIU OOUXKATh.

ABTOpCKOE nmpaBo

CoBpeMeHHbI€e IIKOJbHUKHU - aKTHBHbIE M10J1b30BaTe U UPPOBOro npocTpaHcTBa. OZHAKO
JlaJleKo He BCe 3HAKOT, YTO MOJIb30BaHWE MHOTHUMU BO3MOXXHOCTSMHM LMPpPOBOro Mupa
TpebyeT co6JiI0/leHUs IPaB Ha UHTEJLJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "MHTeJJIeKTyasibHasi COOCTBEHHOCTb' OTHOCUTCS K pas3/IMYHbIM TBOPEHHUSM
4YeJIOBEUECKOT0 yMa, HayWHAsg C HOBBIX H300peTeHWH M 3HAKOB, 00603HAYAIOL[UX
COOCTBEHHOCTb Ha MPOAYKTbl M YCAYTHM, W 3aKaH4YMBasg KHUTramH, ¢oTorpadpusamy,
KHHOHUIbMAMHU U MY3bIKaJIbHBIMU POU3BEJ€HUSIMHU.

ABTOpCKMe mpaBa - 3TO MpaBa Ha UHTEJJIEKTYa/bHYl0 COOCTBEHHOCTb Ha MPOW3BeJeHHUs
HAayKH, JIMTEPATYPbl U HUCKYCCTBAa. ABTOPCKHE NMpaBa BBICTYNAIOT B KayeCTBe TapaHTHUU
TOTO, YTO MHTEJLJIEKTYyaJbHbIN/TBOPUECKHUU TPYJ, aBTOpA He OyAeT HalpacHbIM, JaCT EMY
crpaBeJJIUBble BO3MOXXHOCTM 3apaboTaTb Ha pe3yJbTaTaX CBOEro TpyZAa, MOJYy4YUThb
HM3BECTHOCTb U MpU3HaHUe. HUKTO 6e3 paspelileHHWs aBTOpa HE MOXKET BOCIHPOU3BOAHUTD
ero IMpou3BeJleHUe, pacCnpoCTpaHsATh, MNYyOGJUYHO [JEMOHCTPUPOBATh, NPOJABATh,
HMIIOPTHUPOBATh, MyCKaTh B MPOKAT, MyOJHUYHO MUCHOJIHATh, MOKA3bIBATh/HUCIOJHSITH B
s¢upe uiu pasMmeliaTb B UHTepHeTe.

Wcnosb3oBanue "MUpaTCcKOro” nporpaMMHOr0 obecrnedyeHrs MOXKeT IPUBECTH K MHOTUM
pUCKaM: OT NOTEePH JAaHHBIX K TBOUM aKKayHTaM /10 6JIOKUPOBKH TBOEr0 YCTPOUCTBA, I'Zie




YCTaHOBJI€HA HeJieraJibHad nmporpamMmma. He cTouT Takxe 33.6bIBaTI:>, 49TO CYLeCTBYIOT
JierajibHble U 6eclJlaTHbIe IMporpaMmMmbl, KOTOpbI€ MOXXHO HAWTH B CETH




